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ABSTRACT: The confluence of Fifth-Generation (5G) wireless technology and the Internet of Things 

(IoT) heralds a new era of hyper-connectivity, enabling transformative applications from autonomous 

vehicles and industrial automation to extended reality and remote surgery. A critical performance 

indicator for many of these applications is ultra-reliable low-latency communication (URLLC), where 

delays must be bounded within milliseconds. However, the heterogeneous and dynamic nature of IoT 

traffic presents a monumental challenge to consistently meeting these stringent latency requirements. 

Traditional network management paradigms, which are largely static and reactive, are ill-suited for 

this task.This paper posits that the synergy of two cornerstone 5G technologies—Network Slicing and 

Artificial Intelligence (AI)—provides the foundational architecture and intelligent control mechanism 

necessary to achieve dynamic latency optimization at scale. Network Slicing allows for the creation of 

multiple logical, end-to-end virtual networks on a shared physical infrastructure, each tailored to 

specific service requirements. Meanwhile, AI and Machine Learning (ML) offer the predictive and 

adaptive capabilities to manage these slices proactively.This comprehensive review and analytical 

paper delves into the architecture of 5G-standalone (SA) systems to elucidate the enablers of low 

latency. It then provides a detailed exposition of network slicing as a resource isolation mechanism. 

The core of the paper is a thorough investigation into how various AI/ML paradigms—including 

supervised learning, reinforcement learning, and deep learning—can be integrated into the network 

control loop to predict traffic surges, dynamically allocate resources, and proactively reconfigure slices. 

We present a conceptual framework for an AI-assisted Network Slicing orchestration system, detailing 

its functional components and operational workflow. Furthermore, we analyze the significant 

challenges impeding widespread deployment, such as data collection, model training, security, and 

standardization. Through this analysis, we demonstrate that AI-assisted network slicing is not merely 

an enhancement but a critical imperative for realizing the full potential of latency-critical 5G-IoT 

ecosystems. 

Keywords: 5G, internet of things (IoT), ultra-reliable low-latency communication (URLLC), network slicing, artificial 

intelligence (AI), machine learning (ML), latency optimization. 

I. INTRODUCTION 
The digital transformation of society is being accelerated by the proliferation of the Internet of Things 

(IoT), a vast network of interconnected devices—sensors, actuators, vehicles, robots, and wearables—that 
collect, transmit, and process data. Projections indicate that the number of connected IoT devices will exceed 
29 billion by 2027 [1]. Concurrently, the deployment of 5G networks provides the wireless fabric capable of 
supporting this massive scale of connectivity, offering enhanced mobile broadband (eMBB), massive 
machine-type communications (mMTC), and the critically important ultra-reliable low-latency 
communication (URLLC) [2]. 
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It is the URLLC service class that unlocks the most groundbreaking IoT applications. In industrial IoT 
(IIoT), collaborative robots on an assembly line require sub-10ms communication to synchronize movements 
safely. Autonomous vehicles must exchange data with infrastructure and each other (V2X) with latencies 
under 5ms to avoid collisions[3]. Remote telesurgery demands haptic feedback loops with imperceptible 
delay to ensure patient safety. For these and many other use cases, latency is not just a quality-of-service 
(QoS) metric but a determinant of functional feasibility and safety[4]. 

However, the IoT landscape is characterized by extreme heterogeneity and dynamism. Traffic patterns 
can be highly sporadic; a factory floor may experience periodic bursts of data from thousands of sensors, 
while a smart city grid might see correlated traffic peaks during specific events. This unpredictability makes 
it exceptionally difficult for network operators to provision resources statically. Over-provisioning to handle 
peak loads is economically wasteful, while under-provisioning leads to network congestion, packet loss, and, 
most critically, violations of latency guarantees[5]. 

To address this, 5G introduces the concept of Network Slicing. A network slice is an independent, logical, 
end-to-end network instantiated on a common physical infrastructure. Each slice is isolated from others and 
can be customized with specific characteristics—bandwidth, latency, reliability, security—to serve a 
particular application or tenant . For instance, a utility company might lease a slice optimized for massive, 
low-power sensor data (mMTC), while a hospital operates a separate, high-priority slice for URLLC-enabled 
ambulance and emergency room connectivity[6]. 

While network slicing provides the architectural capability for resource isolation, it does not, by itself, 
possess the intelligence to adapt to rapidly changing conditions. The creation, modification, and termination 
of slices have traditionally been slow, manual processes. This is where Artificial Intelligence 
(AI) and Machine Learning (ML) enter the picture. AI/ML algorithms can analyze vast streams of network 
telemetry data in real-time to learn traffic patterns, predict future demands, detect anomalies, and make 
proactive decisions on slice resource allocation [7]. 

This paper aims to provide a comprehensive exploration of how AI-assisted network slicing serves as the 
paramount solution for latency optimization in 5G-IoT environments. We will: 
• Analyze the 5G architectural components that enable low latency. 
• Elucidate the principles and lifecycle of network slicing. 
• Investigate the integration of various AI/ML techniques for intelligent slice management. 
• Propose a conceptual framework for an AI-driven orchestration system. 
• Discuss the significant challenges and future research directions in this domain. 

By synthesizing these elements, this paper argues that the fusion of slicing's structural flexibility with AI's 
cognitive prowess is the key to building responsive, efficient, and truly intelligent 5G-IoT networks. 

II. 5G ARCHITECTURE AND THE LATENCY CHALLENGE IN IOT 

1. 5G STANDALONE (SA) ARCHITECTURE AND LOW-LATENCY ENABLERS 

The full realization of 5G's potential, particularly for URLLC, is dependent on the Standalone (SA) 
architecture, which utilizes a new 5G core network (5GC), as opposed to the Non-Standalone (NSA) 
architecture that relies on a 4G LTE core. The 5GC is designed from the ground up with cloud-native 
principles, software-defined networking (SDN), and network function virtualization (NFV), which are 
fundamental to achieving low latency[8]. 

Key architectural enablers include: 
• Control and User Plane Separation (CUPS): This allows the User Plane Function (UPF) to be deployed 

flexibly at the network edge, closer to the end-users and IoT devices. By processing and forwarding user 
data traffic locally, CUPS drastically reduces the physical distance packets must travel, thereby minimizing 
propagation and transmission delays. 

• Network Function Virtualization (NFV): Core network functions, such as the Access and Mobility 
Management Function (AMF) and Session Management Function (SMF), are implemented as software on 
commercial off-the-shelf (COTS) hardware. This allows for rapid scaling and instantiation of functions as 
needed, avoiding the delays associated with proprietary hardware. 
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• Service-Based Architecture (SBA): The 5GC employs a service-based interface where network functions can 
interact seamlessly via APIs. This promotes modularity, interoperability, and faster service creation and 
modification. 

• Edge Computing (Multi-access Edge Computing - MEC): By integrating compute and storage resources at 
the base station (gNB) aggregation points, MEC enables data processing and application hosting at the edge. 
For an IoT application like augmented reality, rendering can be done at the edge, sending only the final 
video stream to the device, which slashes end-to-end latency. 

2.  THE HETEROGENEOUS AND DYNAMIC NATURE OF IOT TRAFFIC 
IoT applications generate traffic profiles that are fundamentally different from human-centric broadband. 

This heterogeneity is a primary source of the latency challenge[9]: 
• URLLC Traffic: Characterized by sporadic, small payloads but requiring extreme reliability and 

millisecond-level latency. Examples: industrial control signals, vehicle-to-everything (V2X) messages, haptic 
feedback. 

• mMTC Traffic: Characterized by a massive number of connected devices, each transmitting infrequently 
and in small volumes. Latency requirements are typically relaxed (seconds), but the challenge is connection 
density and energy efficiency. Examples: smart meter readings, environmental sensors. 

• eMBB-like IoT Traffic: Some IoT applications, such as drones streaming high-definition video for 
surveillance, generate high-data-rate flows with moderate latency requirements. Examples: real-time video 
analytics, asset tracking with video. 
The dynamism arises from the fact that these traffic types coexist and their demands fluctuate rapidly. A 

single event, like a traffic accident, could trigger simultaneous URLLC alerts from vehicles, mMTC data from 
roadside sensors, and eMBB video from surveillance cameras, all in a concentrated geographical area. A 
static network cannot efficiently cope with such correlated, bursty demands. 

3.  END-TO-END LATENCY BREAKDOWN 

The total end-to-end (E2E) latency in a 5G-IoT system is the sum of delays across various network 
segments. Understanding this breakdown is crucial for identifying optimization points. It can be represented 
by the following equation[10], [11]: 
• Equation 1: End-to-End Latency 
LE2E = LDevice + LRAN + LTransport + LCore + LEdge/Cloud 

Where: 

o LDevice = Processing delay at the IoT device/sensor. 
o LRAN = Delay in the Radio Access Network (uplink/downlink transmission, scheduling, 

HARQ). 
o LTransport = Delay in the fronthaul/midhaul/backhaul network (propagation, transmission, 

queuing). 
o LCore = Processing delay in the 5G Core network functions (UPF, AMF, SMF). 
o LEdge/Cloud = Processing delay at the Multi-access Edge Computing (MEC) server or cloud data 

center. 

Table 1.Latency requirements and traffic profiles for key 5g-iot use cases. 

Use Case 

Category 

Example 

Application 

Target E2E 

Latency 

Reliability Traffic Profile Key Challenge 

Ultra-

Reliable 

Low-Latency 

(URLLC) 

Industrial 

Automation, 

Remote Surgery, 

V2X 

1 - 10 ms 99.999% - 

99.9999% 

Sporadic, small 

packets, event-

driven 

Guaranteeing 

bounded latency 

under all network 

conditions. 
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Massive 

Machine-

Type 

(mMTC) 

Smart Metering, 

Environmental 

Sensing 

Seconds to 

Hours 

>99% Periodic, small 

data bursts from 

massive device 

count 

Managing 

connection density 

and energy 

efficiency, not 

latency. 

Enhanced 

Mobile 

Broadband 

(eMBB) for 

IoT 

Drone Video 

Streaming, 

AR/VR for 

Maintenance 

10 - 50 ms >99% Constant, high-

throughput 

streams 

Avoiding 

congestion that 

impacts latency-

sensitive control 

traffic. 

III. NETWORK SLICING: THE FOUNDATION FOR RESOURCE ISOLATION 
Network slicing is the mechanism that allows a single physical 5G network to be partitioned into multiple 

virtual networks, each acting as an independent logical network with its own dedicated resources and 
performance characteristics[12]. 

1. THE CONCEPT AND ANATOMY OF A NETWORK SLICE 

A network slice is composed of a set of configured network functions and specific radio access network 
(RAN), transport network, and core network resources. The 3GPP standards define the following key 
components[13]: 
• Network Slice Instance (NSI): A deployed set of network functions and the resources for these functions, which 

form a complete logical network to meet a certain network slice requirement. 
• Network Slice Subnet Instance (NSSI): Represents a managed entity in either the RAN, Transport, or Core 

network that can be used as a building block for constructing an NSI. 
• S-NSSAI (Single Network Slice Selection Assistance Information): A unique identifier that helps the User 

Equipment (UE) and the network select the appropriate slice. It is a critical parameter sent during the initial 
attachment procedure. 
A typical end-to-end slice for a URLLC IoT application would include: 

• RAN Part: Dedicated resource blocks, specific scheduling policies that prioritize low-latency packets, and 
potentially specific numerology (e.g., shorter transmission time intervals - TTIs). 

• Transport Part: A virtual network with guaranteed bandwidth and strict priority queuing. 
• Core Part: A dedicated UPF deployed at the edge, and core control functions (AMF, SMF) configured for fast 

session establishment and mobility management. 

2.  THE NETWORK SLICE LIFECYCLE 
The management of slices is a continuous process, known as the slice lifecycle, which consists of three 

primary phases[14]: 
• Preparation: This phase involves the design, creation, and onboarding of the slice template. This includes 

defining the service-level agreement (SLA), which for a URLLC slice would explicitly state the maximum 
tolerable latency and reliability target (e.g., 99.999%). 

• Commissioning: This is the instantiation, configuration, and activation of the slice instance based on the 
template. The Network Slice Management Function (NSMF) and Domain-specific Management Functions (e.g., 
RAN-NSMF, Core-NSMF) work in concert to allocate the necessary resources across all domains. 

• Operation: This is the most critical and dynamic phase. It involves the run-time monitoring, supervision, and 
modification of active slices. It is during this phase that performance (e.g., latency, jitter, packet loss) is 
continuously measured against the SLA. If a violation is detected or predicted, corrective actions, such as scaling 
resources, must be taken. It is this operational phase where AI becomes indispensable. 

IV. THE ROLE OF ARTIFICIAL INTELLIGENCE IN NETWORK SLICE MANAGEMENT 

https://doi.org/10.48161/qtj.v2n1a18
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The operational phase of the slice lifecycle generates a massive volume of data—network performance 
metrics, resource utilization statistics, and user/device context. AI/ML models are uniquely suited to extract 
actionable insights from this data to optimize for latency proactively[15], [16]. 

1. AI/ML PARADIGMS FOR SLICE MANAGEMENT 
Several AI/ML techniques can be applied, each with distinct strengths: 

• Supervised Learning: Used for predictive modeling. 
• Application: Training models on historical data to forecast future traffic load and resource demands for a specific 

slice. For example, a time-series forecasting model (e.g., LSTM - Long Short-Term Memory networks) can predict 
that a particular IIoT slice will experience a traffic surge at the start of a manufacturing shift. The orchestrator 
can then pre-emptively scale up resources before the surge occurs, preventing latency spikes. 

• Reinforcement Learning (RL): Ideal for autonomous control and decision-making. 
• Application: An RL agent can be tasked with managing radio resource allocation among multiple slices. The 

"state" would be the current network conditions (e.g., load, latency measurements), the "actions" would be 
decisions to allocate more resource blocks to a URLLC slice or throttle an eMBB slice, and the "reward" would 
be a function of how well the latency SLAs are met. Through trial and error, the agent learns an optimal policy 
for dynamic resource sharing that minimizes latency violations. 

• Deep Learning: For complex pattern recognition from raw data. 
• Application: Convolutional Neural Networks (CNNs) can be applied to analyze spatial-temporal network 

topology data to identify potential congestion hotspots before they impact latency. Deep Reinforcement 
Learning (DRL) combines the perception capabilities of deep learning with the decision-making of RL, making 
it powerful for high-dimensional control problems. 

• Unsupervised Learning: Used for anomaly detection and slice grouping. 
• Application: Clustering algorithms (e.g., K-means) can analyze device behavior to group IoT devices with similar 

traffic patterns, informing the creation of more efficient slices. Anomaly detection algorithms can identify 
unusual traffic patterns that might indicate a security threat or a device malfunction, which could lead to 
network congestion and increased latency. 

Table 2. AI/ML Techniques for latency optimization in network slicing. 

AI/ML 

Technique 

Specific Model 

Examples 

Application in Slice 

Management 

Latency Optimization Impact 

Supervised 

Learning 

LSTM, GRU, Random 

Forest 

Traffic forecasting, 

Anomaly detection, 

QoS prediction 

Proactive: Pre-scale resources before 

predicted load, preventing 

congestion. 

Reinforcement 

Learning (RL) 

Q-Learning, Deep Q-

Network (DQN), 

Actor-Critic 

Dynamic resource 

allocation, Slice 

admission control 

Reactive/Proactive: Learns optimal 

policies to allocate bandwidth/CPU 

to meet latency SLAs in real-time. 

Unsupervised 

Learning 

K-Means, 

Autoencoders, 

DBSCAN 

Device clustering, 

Anomaly detection, 

Slice template design 

Indirect: Groups devices with 

similar profiles for efficient slice 

creation; detects faults causing 

latency spikes. 

Deep Learning Convolutional Neural 

Networks (CNNs), 

Graph Neural 

Networks (GNNs) 

Spatial-temporal 

traffic prediction, 

Network topology 

analysis 

Proactive: Identifies complex, non-

linear patterns and congestion 

hotspots across the network 

topology. 

2.  LATENCY-OPTIMIZATION USE CASES FOR AI-ASSISTED SLICING 
A critical use case is dynamic resource allocation using Reinforcement Learning. The goal of the RL agent 

is to learn a policy that maximizes a reward function. This function can be designed to directly penalize 
latency violations[17], [18], [19], [20]. 

Equation 2: Reinforcement Learning Reward Function for Latency Optimization 

https://doi.org/10.48161/qtj.v2n1a18
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𝑅(𝑡) = ∑𝑤𝑖 ⋅ (
1

𝐿𝑆𝐿𝐴𝑖 − 𝐿𝑚𝑒𝑎𝑠𝑢𝑟𝑒𝑑𝑖(𝑡)
) − 𝜆 ⋅ 𝑃(𝑡)

𝑁

𝑖=1

 

Where: 
o R(t) is the reward at time t. 
o N is the number of managed network slices. 
o wi is a weight representing the priority/priority of slice i. 
o LSLAi is the maximum allowed latency for slice i (e.g., 5ms). 
o Lmeasuredi

(t) is the current measured latency for slice i. 
o P(t) is a penalty term for overall network resource over-utilization. 
o λ is a scaling factor for the penalty. 

This function incentivizes the agent to keep the measured latency far below the SLA threshold (as the 
denominator becomes small, the reward grows large). If latency approaches the SLA, the reward decreases 
sharply, and it becomes negative if the SLA is violated (𝐿𝑚𝑒𝑎𝑠𝑢𝑟𝑒𝑑 ≥ 𝐿𝑆𝐿𝐴). The penalty term 𝑃(𝑡) discourages 
the agent from simply overallocating resources to all slices, promoting efficiency[21]. 
• Proactive Resource Scaling: As mentioned, using traffic prediction models to elastically scale VNFs (e.g., 

adding more UPF instances) or RAN resources before demand exceeds capacity. 
• Dynamic SLA Assurance: Continuously monitoring the end-to-end latency of a URLLC slice. An AI model 

can correlate a slight increase in RAN jitter with a potential future core network bottleneck, triggering a re-
routing of slice traffic through a less congested path. 

• Intelligent Admission Control: When a new IoT device requests connection to a URLLC slice, an AI model 
can assess the current and predicted load of the slice and the device's criticality to decide whether to admit 
it or hand it off to a less critical slice, thus protecting the latency guarantees for existing high-priority traffic. 

• Mobility-Induced Latency Management: For mobile IoT devices (e.g., drones, vehicles), AI can predict 
handover events and pre-reserve resources in the target cell, ensuring a seamless, low-latency handover 
without interruption. 

V. A CONCEPTUAL FRAMEWORK FOR AI-ASSISTED NETWORK SLICING ORCHESTRATION 
To realize the vision of intelligent latency optimization, a closed-loop automation framework is required. 

We propose a high-level architectural framework that integrates AI into the core of network orchestration. 

1. ARCHITECTURAL COMPONENTS 

• Data Collection Layer: This layer is responsible for gathering real-time and historical data from all network 
domains: RAN (e.g., CQI, PRB utilization), Transport (e.g., link utilization, queueing delay), and Core (e.g., 
UPF load, NF processing times). Standardized interfaces like NETCONF/YANG and streaming telemetry 
protocols are crucial here. 

• AI/ML Analytics Engine: This is the "brain" of the system. It comprises a suite of ML models performing the 
tasks described in Section 4. It includes[22]: 

• Predictive Models: For traffic and load forecasting. 
• Prescriptive Models: (e.g., RL agents) for generating optimization actions. 
• Anomaly Detection Models: For identifying faults and security breaches. 
• A Model Registry to manage the lifecycle of different ML models. 
• Orchestration and Control Layer: This layer houses the traditional orchestrators (NSMF, NSSMF) but 

enhances them with AI-driven intelligence. It receives actionable recommendations from the Analytics 
Engine. 

• Execution Layer: This consists of the network elements themselves—the gNBs, UPFs, switches, and 
routers—that execute the commands from the orchestrator (e.g., instantiating a new VNF, modifying a 
scheduler parameter).[23], [24] 

Table 3. Functional components of the ai-assisted slicing orchestration framework. 
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Layer Component Key Function Technology 

Examples 

Data & 

Analytics 

Data 

Collection Bus 

Ingests real-time telemetry 

from RAN, Transport, 

Core. 

Kafka, Apache Pulsar, 

NETCONF/YANG, 

gNMI  
AI/ML 

Analytics 

Engine 

Hosts and executes ML 

models for prediction and 

decision-making. 

TensorFlow, PyTorch, 

Scikit-learn, RLlib 

Orchestration & 

Control 

AI-Enhanced 

Orchestrator 

Translates AI decisions into 

network commands; 

manages slice lifecycle. 

ONAP, OSM, 3GPP 

NSMF/NSSMF 

 
Domain 

Managers 

Configure resources within 

their specific domain 

(RAN, Core, Transport). 

RAN Intelligent 

Controller (RIC), SDN 

Controllers 

Execution Virtualized 

Infrastructure 

The physical and virtual 

resources that execute the 

commands. 

gNBs, UPFs (as 

VNFs/CNFs), MEC 

Servers, Cloud 

Platforms 

2.  THE AI-DRIVEN CLOSED-LOOP WORKFLOW 
The operation of this framework can be described as a continuous "Observe-Orient-Decide-Act" (OODA) 

loop[25], [26]: 
• Observe: The Data Collection Layer continuously streams network performance and configuration data to 

a centralized data lake. 
• Orient: The AI/ML Analytics Engine processes this data. For instance, an LSTM model predicts a 50% 

increase in traffic for Slice-A (a URLLC slice) within the next 5 minutes. Simultaneously, a monitoring 
module detects that the current latency is at 4ms, approaching the SLA threshold of 5ms. 

• Decide: The Prescriptive Model (e.g., an RL agent) evaluates the situation. It analyzes the available resources 
and decides on the optimal action: "Allocate 20% additional PRBs from a best-effort slice (Slice-B) to the 
URLLC slice (Slice-A) for the next 10 minutes." 

• Act: The Orchestrator translates this high-level decision into a set of granular configuration commands. It 
instructs the RAN domain manager to modify the scheduler policy for the affected cells and directs the core 
network to ensure the UPF can handle the anticipated load. These commands are pushed to the Execution 
Layer. 

• Loop Back: The system returns to the "Observe" step, monitoring the impact of the action on the latency of 
Slice-A. This feedback is used to validate the AI's decision and retrain the models for improved future 
performance. 

• The relationship between prediction and action in the closed-loop can be formalized. Let 𝑇̂(𝑡 + Δ𝑡) be the 
predicted traffic load for a slice at a future time 𝑡 + Δ𝑡. The orchestrator needs to determine the required 
resources 𝑅(𝑡 + Δ𝑡). A simple predictive scaling model could be: 
Equation 3: Predictive Resource Scaling Model 

R(t + Δt) = f(T̂(t + Δt)) + Rbuffer 
Where: 

o R(t + Δt) is the set of resources (e.g., CPU, bandwidth, PRBs) to be allocated at time t + Δt. 
o T̂(t + Δt) is the predicted traffic load from an AI model (e.g., an LSTM). 
o f(⋅) is a function that maps predicted load to required resources (this can be a simple linear 

function or another learned model). 
o Rbuffer is a small buffer of extra resources to account for prediction inaccuracies and ensure the 

latency SLA is robustly met. 
This equation demonstrates how AI prediction (T̂) directly drives a proactive action (R(t + Δt)) in the 

orchestration layer. 

https://doi.org/10.48161/qtj.v2n1a18
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VI. CHALLENGES AND FUTURE RESEARCH DIRECTIONS 
Despite its significant promise, the practical implementation of AI-assisted network slicing faces several 

formidable challenges[27], [28], [29]. 
• Data Availability and Quality: AI models are data-hungry. Collecting, labeling, and managing high-quality, 

representative training data from a multi-vendor, multi-domain network is a complex operational task. Data 
privacy and ownership issues also arise. 

• Model Training and Explainability: Training accurate ML models requires significant computational resources. 
Furthermore, the "black-box" nature of complex models like DRL can be a barrier to adoption; network 
operators need to trust the AI's decisions. Research into Explainable AI (XAI) for networking is crucial [7]. 

• Real-Time Performance and Integration: The entire OODA loop must operate within a timeframe that is relevant 
for URLLC (milliseconds). This demands highly optimized models and integration with high-speed data planes, 
potentially pushing AI inference to the network edge. 

• Security and Resilience: The AI system itself becomes a critical attack vector. Adversarial machine learning 
attacks could be used to poison training data or manipulate models into making decisions that degrade network 
performance or cause SLA violations. 

• Standardization and Interoperability: While 3GPP defines network slicing, the interfaces and data models for 
integrating AI/ML-based management are not yet standardized. Cross-vendor and cross-domain 
interoperability is essential for end-to-end slice management. 

Table 4. Key Challenges and potential mitigation strategies for ai-assisted slicing. 

Challenge 

Category 

Specific Challenge Potential Mitigation Strategy 

Data & Model Lack of labeled 

training data 

Use of synthetic data generation and transfer 

learning from simulated environments.  
Model 

explainability and 

trust 

Development of Explainable AI (XAI) techniques 

tailored for networking; human-in-the-loop 

approval for critical decisions. 

Performance 

& Security 

Real-time inference 

requirements 

Model compression, quantization, and 

deployment of lightweight models at the edge 

(e.g., near the RIC).  
Adversarial attacks 

on AI models 

Adversarial training, anomaly detection on model 

input data, and robust model architectures. 

Operational 

& Standards 

Multi-vendor, 

multi-domain 

integration 

Development of open standards and APIs for AI 

management (e.g., ETSI ISG ENI, O-RAN 

ALLIANCE for RAN).  
Testing and 

validation of AI 

policies 

Creation of digital twin environments to safely 

test and validate AI-driven orchestration policies 

before live deployment. 

 
Future research will likely focus on: 

• Federated Learning: A distributed ML approach where models are trained locally on domain-level data without 
sharing raw data, addressing privacy and scalability concerns. 

• Transfer Learning: Using models pre-trained on one network segment or slice and fine-tuning them for another, 
reducing training time and data requirements. 

• AI-Native 6G Architecture: The next generation of wireless technology (6G) is envisioned to have AI/ML 
embedded as a fundamental component of its architecture from the outset, making intelligent slicing even more 
seamless and efficient. 
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VII. CONCLUSION 
The marriage of 5G and IoT promises to revolutionize industries and society, but this promise is 

contingent on the network's ability to deliver guaranteed, low-latency communication. Static network 
architectures are fundamentally incapable of meeting this challenge in the face of dynamic and 
heterogeneous IoT traffic. This paper has argued that the solution lies in the synergistic combination of 
network slicing and artificial intelligence. 

Network slicing provides the necessary architectural paradigm for creating isolated, purpose-built virtual 
networks on a shared infrastructure. It establishes the "playground" with defined rules and boundaries. 
Artificial Intelligence, particularly machine learning, provides the cognitive engine to dynamically manage 
this playground. It predicts player movements (traffic), allocates resources fairly but prioritizes critical games 
(URLLC slices), and proactively changes the rules (scheduler policies) to prevent disputes (congestion) and 
ensure a smooth experience (low latency). 

The proposed framework for AI-assisted orchestration, operating as a continuous closed-loop system, 
represents a shift from reactive network management to proactive and ultimately predictive autonomy. 
While significant challenges in data management, model trust, and standardization remain, the trajectory is 
clear. The intelligent, self-optimizing network, capable of bending its resources to the stringent demands of 
latency-critical IoT applications, is not a distant future vision but an imminent engineering reality. The 
continued research and development in this interdisciplinary field will be the cornerstone of building the 
responsive and reliable digital infrastructure required for the next wave of technological innovation. 

REFERENCES 
[1] X. Liu, R. H. Deng, Y. Miao, and A. V. Vasilakos, “Guest Editorial: 5G-Enabled Intelligent Application for Distributed 

Industrial Internet-of-Thing System,” 2022. doi: 10.1109/TII.2021.3123971. 
[2] S. Kaushik, “Blockchain and 5G-enabled internet of things: Background and preliminaries,” in Blockchain for 5G-

Enabled IoT: The new wave for Industrial Automation, 2021. doi: 10.1007/978-3-030-67490-8_1. 
[3] X. Cheng, Q. Luo, Y. Pan, Z. Li, J. Zhang, and B. Chen, “Predicting the APT for Cyber Situation Comprehension in 5G-

Enabled IoT Scenarios Based on Differentially Private Federated Learning,” Security and Communication Networks, 
vol. 2021, 2021, doi: 10.1155/2021/8814068. 

[4] Z. Ning et al., “Mobile Edge Computing Enabled 5G Health Monitoring for Internet of Medical Things: A Decentralized 
Game Theoretic Approach,” IEEE Journal on Selected Areas in Communications, vol. 39, no. 2, 2021, doi: 
10.1109/JSAC.2020.3020645. 

[5] V. Chandra Shekhar Rao, P. Kumarswamy, M. S. B. Phridviraj, S. Venkatramulu, and V. Subba Rao, “5G Enabled 
Industrial Internet of Things (IIoT) Architecture for Smart Manufacturing,” in Lecture Notes on Data Engineering and 
Communications Technologies, vol. 63, 2021. doi: 10.1007/978-981-16-0081-4_20. 

[6] X. Luo, Z. Yu, Z. Zhao, W. Zhao, and J. H. Wang, “Effective short text classification via the fusion of hybrid features for 
IoT social data,” Digital Communications and Networks, vol. 8, no. 6, 2022, doi: 10.1016/j.dcan.2022.09.015. 

[7] S. Mukherjee, S. Gupta, O. Rawlley, and S. Jain, “Leveraging big data analytics in 5G-enabled IoT and industrial IoT for 
the development of sustainable smart cities,” Transactions on Emerging Telecommunications Technologies, vol. 33, 
no. 12, 2022, doi: 10.1002/ett.4618. 

[8] S. A. Gbadamosi, G. P. Hancke, and A. M. Abu-Mahfouz, “Interference Avoidance Resource Allocation for D2D-Enabled 
5G Narrowband Internet of Things,” IEEE Internet Things J, vol. 9, no. 22, 2022, doi: 10.1109/JIOT.2022.3184959. 

[9] S. H. A. Shah, D. Koundal, V. Sai, and S. Rani, “Guest Editorial: Special Section on 5G Edge Computing-Enabled Internet 
of Medical Things,” IEEE Trans Industr Inform, vol. 18, no. 12, 2022, doi: 10.1109/TII.2022.3193708. 

[10] X. Wang et al., “QoS and Privacy-Aware Routing for 5G-Enabled Industrial Internet of Things: A Federated 
Reinforcement Learning Approach,” IEEE Trans Industr Inform, vol. 18, no. 6, 2022, doi: 10.1109/TII.2021.3124848. 

[11] B. Wu, Y. Pi, and J. Chen, “Privacy Protection of Medical Service Data Based on Blockchain and Artificial Intelligence 
in the Era of Smart Medical Care,” Wirel Commun Mob Comput, vol. 2022, 2022, doi: 10.1155/2022/5295801. 

[12] K. N. Qureshi, O. Kaiwartya, G. Jeon, and F. Piccialli, “Neurocomputing for internet of things: Object recognition and 
detection strategy,” Neurocomputing, vol. 485, 2022, doi: 10.1016/j.neucom.2021.04.140. 

[13] V. O. Nyangaresi, M. Ahmad, A. Alkhayyat, and W. Feng, “Artificial neural network and symmetric key cryptography 
based verification protocol for 5G enabled Internet of Things,” Expert Syst, vol. 39, no. 10, 2022, doi: 
10.1111/exsy.13126. 

[14] A. Rana, A. Taneja, and N. Saluja, “Beyond 5G Enabled Internet-Of-Things for Next Generation Smart Systems: A Use 
Case Scenario,” in AIP Conference Proceedings, 2022. doi: 10.1063/5.0095407. 

https://doi.org/10.48161/qtj.v2n1a18


 

 

QUBAHAN TECHNO JOURNAL 

VOL. 2, NO. 1, February 2023 

https://doi.org/10.48161/qtj.v2n1a18 

 

 
10 

VOLUME 2, No 1, 2023  

 

[15] A. S. Rajawat et al., “Securing 5G-IoT Device Connectivity and Coverage Using Boltzmann Machine Keys Generation,” 
Math Probl Eng, vol. 2021, 2021, doi: 10.1155/2021/2330049. 

[16] M. Kumhar and J. Bhatia, “Emerging communication technologies for 5G-enabled internet of things applications,” in 
Blockchain for 5G-Enabled IoT: The new wave for Industrial Automation, 2021. doi: 10.1007/978-3-030-67490-8_6. 

[17] Z. Zhang, F. Wen, Z. Sun, X. Guo, T. He, and C. Lee, “Artificial Intelligence‐Enabled Sensing Technologies in the 
5G/Internet of Things Era: From Virtual Reality/Augmented Reality to the Digital Twin,” Advanced Intelligent 
Systems, vol. 4, no. 7, 2022, doi: 10.1002/aisy.202100228. 

[18] M. A. Al Sibahee, V. O. Nyangaresi, J. Ma, and Z. A. Abduljabbar, “Stochastic Security Ephemeral Generation Protocol 
for 5G Enabled Internet of Things,” in Lecture Notes of the Institute for Computer Sciences, Social-Informatics and 
Telecommunications Engineering, LNICST, 2022. doi: 10.1007/978-3-030-95987-6_1. 

[19] S. P. Chen, J. Wu, and X. Y. Liu, “EMORL: Effective multi-objective reinforcement learning method for hyperparameter 
optimization,” Eng Appl Artif Intell, vol. 104, 2021, doi: 10.1016/j.engappai.2021.104315. 

[20] S. Lai, R. Zhao, S. Tang, J. Xia, F. Zhou, and L. Fan, “Intelligent secure mobile edge computing for beyond 5G wireless 
networks,” Physical Communication, vol. 45, 2021, doi: 10.1016/j.phycom.2021.101283. 

[21] B. M. Robaglia, A. Destounis, M. Coupechoux, and D. Tsilimantos, “Deep Reinforcement Learning for Scheduling Uplink 
IoT Traffic with Strict Deadlines,” in Proceedings - IEEE Global Communications Conference, GLOBECOM, 2021. doi: 
10.1109/GLOBECOM46510.2021.9685561. 

[22] S. M. Almufti, R. B. Marqas, Z. A. Nayef, and T. S. Mohamed, “Real Time Face-mask Detection with Arduino to Prevent 
COVID-19 Spreading,” Qubahan Academic Journal, vol. 1, no. 2, pp. 39–46, Apr. 2021, doi: 10.48161/qaj.v1n2a47. 

[23] R. Rajab Asaad, R. Ismael Ali, A. Ahmad Shaban, and M. Shamal Salih, “Object Detection using the ImageAI Library in 
Python,” Polaris Global Journal of Scholarly Research and Trends, vol. 2, no. 2, pp. 1–9, Apr. 2023, doi: 
10.58429/pgjsrt.v2n2a143. 

[24] R. Rajab Asaad, R. Ismael Ali, Z. Arif Ali, and A. Ahmad Shaaban, “Image Processing with Python Libraries,” Academic 
Journal of Nawroz University, vol. 12, no. 2, pp. 410–416, Jun. 2023, doi: 10.25007/ajnu.v12n2a1754. 

[25] H. Chen, Y. Yang, and S. Xie, “Topic Search Algorithm for Network Multimedia Tennis Teaching Resources Using 5G-
Enabled Internet of Things Technology,” Wirel Commun Mob Comput, vol. 2022, 2022, doi: 10.1155/2022/1155522. 

[26] R. W. L. Coutinho and A. Boukerche, “Transfer Learning for Disruptive 5G-Enabled Industrial Internet of Things,” IEEE 
Trans Industr Inform, vol. 18, no. 6, 2022, doi: 10.1109/TII.2021.3107781. 

[27] I. Mistry, S. Tanwar, S. Tyagi, and N. Kumar, “Blockchain for 5G-enabled IoT for industrial automation: A systematic 
review, solutions, and challenges,” Mech Syst Signal Process, vol. 135, 2020, doi: 10.1016/j.ymssp.2019.106382. 

[28] P. Varga et al., “5g support for industrial iot applications – challenges, solutions, and research gaps,” Sensors 
(Switzerland), vol. 20, no. 3, 2020, doi: 10.3390/s20030828. 

[29] K. Shafique, B. A. Khawaja, F. Sabir, S. Qazi, and M. Mustaqim, “Internet of things (IoT) for next-generation smart 
systems: A review of current challenges, future trends and prospects for emerging 5G-IoT Scenarios,” 2020. doi: 
10.1109/ACCESS.2020.2970118. 

  

https://doi.org/10.48161/qtj.v2n1a18

